Statewide Interoperability Planning Guidebook

time to coordinating and managing the statewide planning process. It is recognized that this
arrangement is not always possible. When a full-time statewide planning coordinator is not
provided, the plan should specify if or when the state intends to establish a full-time statewide
planning coordinator.

1. Background and Preliminary Steps

Describe the communications and interoperability environment of the current emergency

14 response effort.

Describing the current communications interoperability environment, often referred to as the
“‘current state,” can be done by performing a capabilities assessment. DHS recommends
performing a capabilities assessment either as a part of or prior to the statewide planning process.
This will ensure everyone involved in the planning process has a shared understanding of the
current situation and capabilities.

When documenting the current state, it is helpful to consider the five critical elements discussed in
the Interoperability Continuum. Using the critical elements will assist in documenting a
comprehensive and complete view of the current communications and interoperability environment.
It is important to consider the predictable types of risks, hazards, and incidents that face not only
the state’s emergency response agencies, but all the agencies involved in incident response.

The information from the capabilities assessment can be presented in the statewide plan using the
elements of the Continuum for a framework. The capabilities assessment should also include,
where appropriate, any interoperability information from the state homeland security strategic plan.

1. Background and Preliminary Steps

Include a problem definition and possible solutions that address the challenges identified in

15 achieving interoperability within the SAFECOM Interoperability Continuum.

As states perform the capabilities assessment and document the current communications and
interoperability environment, they should begin to identify opportunities for improvement in order to
improve the current situation. In addition, during the collaborative planning process there will be
discussions regarding current critical issues and problems. During the discussion, each of the five
critical elements of the Interoperability Continuum should be addressed. The goal of the discussion
is to ensure the planning community has a common understanding of the communications
interoperability issues and challenges.

Once the entire planning community has agreed upon the priority issues, a problem definition
should be created and presented in the statewide plan. A problem definition details the current
issues, challenges, and major disconnects facing communications interoperability. It should provide
specific examples illustrating how those issues, challenges, and disconnects negatively impact the
emergency response community’s ability to perform their job. Depending on the complexity of these
issues, it may be appropriate to focus on one or two specific issues and present them in the
problem definition. The problem definition can then be used to develop the state’s vision statement.

1. Background and Preliminary Steps

1.6 Identify any Tactical Interoperability Communications Plans (TICP) in the state.

The statewide plan should provide a list of any Urban Area Security Initiative (UASI) regions or
designated metropolitan areas. Included in the list, the statewide plan should also identify if the
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UASI region or designated metropolitan area has created a TIC Plan. If no TIC Plan exists for
either a UASI region or a designated metropolitan area, the statewide plan should provide an
explanation as to why no plan has been created, and provide an anticipated timeline for its creation.
This information should be presented in the State Overview section of the statewide plan, and can
be presented as a simple list.

1. Background and Preliminary Steps

1.7 Set the scope and timeframe of the plan.

Every statewide plan should specify the scope and timeframe of the plan. Because statewide plans
are assumed to cover the entire geographical area of the state, the scope of the plan refers to the
agencies addressed and the interoperability topics discussed. For example, it may be determined
that the Department of Public Works is considered out of scope for the statewide plan. Timeframe
refers to the period of time the plan is applicable. Statewide plans should cover at least one year;
however, states will likely specify a longer timeframe. The specified timeframe should provide
enough time to complete the critical initiatives identified in the statewide plan. The actual content of
the plan does not need to be updated every year; however, states should perform an annual status
check of the plan, and provide updates on progress against the strategic initiatives.

5.2 Strategy

The following statewide plan criteria are identified to assess statewide plans based on the
description of the state’s communications and interoperability strategy.

Describe the strategic vision, goals, and objectives for improving emergency response
2.1 interagency wireless communications statewide, including how they connect with existing plans
within the state.

The vision is the desired future environment of communications and interoperability within the state.
It should be developed and agreed upon by the entire communications planning committee during
the statewide planning process. It should also specify a specific timeframe. The timeframe for the
vision is not required to be the same as the timeframe for the statewide plan. The vision should be
supported by a mission statement. The difference between the vision and the mission statement is
that the vision specifies the desired communications environment and the mission statement
specifies how that environment will be achieved.

The statewide plan goals and objectives section should list the goals and objectives for the state
that directly support the vision and mission statement. Goals are milestones and accomplishments
that move the state closer to the desired future environment. It is recommended the state identify
four to six goals for the statewide plan. Objectives should be directly associated with a specific goal
and serve to clarify its purpose. While the goal specifies what is going to be done, the objectives
define why and to what end the goal will improve communications interoperability.

In many cases, agreements among agencies and/or jurisdictions for multi-agency and multi-
jurisdictional incident response are already in place, either formally or informally. The statewide
plan should identify and define how the vision, goals, and objectives are integrated with or support
these types of agreements.
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Provide a strategic plan for coordination with neighboring states. If applicable, include a plan for

22 coordination with neighboring countries.

The statewide plan should clearly specify how emergency response agencies within the state will
interact with neighboring states and, where applicable, neighboring country agencies during an
incident requiring resources from multiple states and countries. In some cases, interoperability with
agencies from neighboring countries is not applicable; however, in situations where formal
agreements are required with neighboring countries, the statewide plan should identify how the U.S.
State Department will be involved in the agreement process. When considering interoperability
across state borders, it is helpful to consider the five critical elements of the Interoperability
Continuum and how the emergency response agencies will interact on those levels. Types of
agencies that are not included in the plan for interoperability across state borders should be
identified as outside the scope of the plan and provide justification as to why they were deemed out
of scope or a plan for integrating those types of agencies in the future.

In cases where a plan for coordination with neighboring states and countries does not exist, the
statewide plan should provide a course of action that will begin to develop such a plan, and a
timeframe in which it is expected to be completed.

2.3 Provide a strategic plan for addressing data interoperability in addition to voice interoperability.

Because voice communications is only one aspect of communications interoperability, the statewide
plan should also address data sharing across agency lines and jurisdictional borders. This should
include, but not be limited to, the management of assets during an incident, traffic information,
geographical maps, and other situational awareness information. Such data should be made
available in electronic format and in real time during incident response.

In situations where a complete data interoperability plan has not been identified, the statewide plan
should provide the state’s strategy to begin the development of a data interoperability plan, and the
timeframe in which it is expected to be developed and incorporated into the statewide plan.

Describe a strategy for addressing catastrophic loss of communication assets by developing
redundancies in the communications interoperability plan.

24

During a major incident, such as a hurricane, earthquake, or terrorist attack, there is a risk that
communications assets will become inoperable. For this reason, the statewide plan should provide
a strategy for restoring communications when there is significant damage to the core infrastructure
of the communications network. Each critical component in the communications network should be
considered, and a backup strategy defined for the loss of that equipment. This type of strategy is
often referred to as a disaster recovery plan.

Describe how the plan is, or will become, compliant with the National Incident Management
System (NIMS) and the National Response Plan.
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Statewide plans should be developed with an understanding of the National Incident Management
System (NIMS)” and the National Response Plan (NRP)®. To the extent possible, statewide plans
should incorporate the strategic goals and objectives of the NRP and the procedures described in
NIMS. It is recommended that each goal listed also provide a reference back to either the NIMS or
the NRP to show how the goal is directly linked to those efforts.

Describe a strategy for addressing communications interoperability with the safety and security
2.6 elements of the major transit systems, intercity bus service providers, ports, and passenger rail
operations within the state.

The statewide plan should provide a list of critical communication assets and procedures that are to
be used during incident response to communicate with the agencies servicing such operations as
major transit systems, intercity bus services, ports, and passenger rail operations.

2.7 Describe the process for periodic review and revision of the state plan.

Statewide communications plans should be reviewed and updated regularly. To that end, the
statewide plan should describe the process that will be used to update the statewide plan and
should assign responsibilities to ensure updates occur. This should include tracking progress
against the strategic initiatives identified in the statewide plan, and listing the major
accomplishments and milestones that have been achieved in support of the state’s vision, mission
statement, and goals and objectives. DHS recommends that as statewide plans are updated,
continual input at the local level from emergency response personnel and practitioners in the field
be sought and incorporated.

5.3 Methodology

The following statewide plan criteria are identified to assess statewide plans based on the
methodology used to develop the statewide plan and to manage the plan during implementation.

3. Methodology

Describe the method by which multi-jurisdictional, multi-disciplinary input was provided from all
3.1 regions of the state. For an example of a methodology that ensures input from all regions, see the
Statewide Communication Interoperability Plan, or SCIP, methodology developed by SAFECOM.

Because local jurisdictions own and operate the majority of communication assets within the state,
it is critical to develop a plan that has their support. Each statewide plan should describe the
process used to gather and use local level input. The SCIP methodology may not meet the specific
needs of every state and therefore may not be the methodology used to gather local input.

In situations where the statewide communications plan was not developed with multi-jurisdictional
and multi-disciplinary input, the plan must provide an explanation and justification. Further, the
statewide plan should include a strategy for engaging the local members of the emergency
response community and gathering their input for future revisions of the plan.

" http://www.fema.gov/emergency/nims/index.shtm
8 http://www.dhs.gov/xprepresp/committees/editorial_0566.shtm
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3. Methodology

3.2 Define the process for continuing to have local input and for building local support of the plan.

Because statewide plans should be updated regularly, they are required to specifically explain how
elected and appointed officials and local emergency responders will continue to be involved in the
statewide communications interoperability planning process. Once the initial plan has been
created, it is important to update the plan as tasks are completed and milestones are achieved, thus
making the plan a “living document.” The intent of this is to ensure the statewide planning process
does not end with the publication of a statewide plan, but rather continues as it is improved and
enhanced.

Note that this section is similar in addressing criteria 1.7 and 2.7.

3. Methodology

3.3 Describe how the TICPs were incorporated into the statewide plan.

UASI areas across the Nation were required to create and exercise TIC Plans over the course of
2006. These plans identify the procedures and processes that will be used during a significant
incident within a UASI region. Statewide plans should address and incorporate those TIC Plans
into their overall approach to ensure the state and UASI region are compatible and interoperable.
Further, the statewide plan should address the TIC Plan scorecard and any deficiencies found in
the TIC Plan for each UASI region.

3. Methodology

3.4 Describe the strategy for implementing all components of the statewide plan.

Statewide plans should contain a section addressing key strategic initiatives that will improve
communications interoperability within the state. Strategic initiatives should be based on specific
goals and objectives. For example, a goal may be to establish a statewide wireless
communications infrastructure for all emergency response agencies to use. The strategic initiatives
may be to issue an RFP, award a contract for new equipment, and solicit implementation support.
Those key initiatives should be supported by an implementation plan that outlines the tasks and
milestones necessary to complete the initiative. The implementation strategy may range from the
duration of the statewide plan to a short-term implementation plan describing the process to create
and execute a more detailed implementation plan. The importance of the implementation strategy
is to identify the immediate steps that need to be taken to set the statewide plan in action and
establish momentum. At a minimum, states should provide a 90-day action plan that identifies
tasks and assigns responsibility for the tasks to specific resources. All tasks should directly support
the strategic initiatives identified in the statewide plan.

5.4 Governance

The statewide plan criteria are identified to evaluate statewide plans based on the governance
structure established to oversee the statewide communications interoperability planning effort.

4. Governance

4.1 Identify the executive or legislative authority for the governing body of the interoperability effort.
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Governing bodies for communications interoperability efforts are essential to ensure that focus and
direction is maintained as well as to provide guidance and assistance when efforts are slowed or
stalled. DHS strongly recommends creating a governing body to serve as the state’s
interoperability committee. Furthermore, the Federal Communications Commission (FCC) strongly
encourages the formation of a State Interoperability Executive Committee (SIEC) or another equally
effective state-level agency to administer 700 MHz interoperability channels in states where no
such organization already exists.

Statewide plans should identify the governing body that is or will be overseeing the interoperability
project and development of the statewide plan. In some cases, it may be appropriate to expand the
SIEC to serve as the governing body. In addition, the statewide plan should reference the
executive or legislative authority granted to that governing body. In cases where no legislative or
executive authority has been granted to the governing body, the statewide plan should provide a
strategy to establish executive or legislative authority for the governing body and a timeframe in
which it is expected to be in place.

4. Governance

Provide an overview of the governance structure that will oversee development and
4.2 implementation of the plan. lllustrate how it is representative of all of the relevant emergency
response disciplines and regions in the state.

As stated above, creation of a governing body for oversight is an essential part of the
communications interoperability improvement process. Because of the criticality of the governing
body, it is assumed that every state will have established some form of governing body for their
communications interoperability program before 2008. Therefore, statewide plans should provide a
detailed explanation of the state’s governance structure responsible for the management of the
communications interoperability project and the development and implementation of the statewide
plan. The governance structure should include multi-jurisdictional and multi-disciplinary
representatives from across the state to ensure the project and statewide plan are managed with
the entire state’s input. This information can be presented in a graphical organizational chart
supplemented by a list of names in the governance structure and the agency and jurisdiction they
represent.

4. Governance

Provide the charter for the governing body, and use the charter to state the principles, roles,

43 responsibilities, and processes.

Once a governing body has been created, one of the first tasks the group will need to perform is
creating a charter for themselves. A charter document will establish the roles and responsibilities of
the members of the governing body as well as define the decision making process the group will
use to make communications and interoperability decisions. In addition, the charter will establish
the goals and objectives of the governing body. Because creating the governing body is considered
one of the first steps in communications interoperability improvement, it is likely that the goals and
objectives for the governing body will be created prior to the goals and objectives created during the
statewide planning process. While the goals and objectives of the governing body and the
statewide plan may vary, they should be sufficiently aligned to ensure the project will not be
negatively affected by conflicting agendas. Therefore, it may be necessary for the governing body
to periodically update their goals and objectives in the charter.
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For assistance on creating a charter for a communications interoperability governing body, the
SAFECOM and DM programs created the Creating a Charter for a Multi-Agency Communications
Interoperability Committee document.®

4. Governance

4.4 Identify the members of the governing body and any of its committees.

Often, this information will be included in the charter document for the governing body as well as
the organization chart created to satisfy Statewide Plan Criterion 4.1. If a list of names in the
governance structure for the state’s communications interoperability effort is not provided as a part
of the organizational structure or the charter, the list should be included in an appropriate section of
the statewide plan. The list should also identify members of the governance structure that have
voting authority on issues and topics directly affecting the statewide plan and its strategic initiatives.

4. Governance

4.5 Provide a meeting schedule for the governing body.

It is recommended that the governing body create a meeting schedule and publicize the schedule to
the rest of the communications interoperability project participants. Governing bodies can
determine how frequently meetings are required; however, in the early stages of a project it may be
appropriate for the governing body to meet frequently to address any issues and roadblocks the
planning effort may encounter. To meet this criteria the statewide plan should provide a meeting
schedule for the governing body that covers at least the timeframe established for the statewide
plan in the overview section of the document.

4. Governance

Describe multi-jurisdictional, multi-disciplinary agreements needed for decision-making and for

4.6 .
sharing resources.

In creating an overarching governance structure with representatives from across the state and
multiple disciplines, it may be necessary to create formal agreements among the public and private
agencies involved in the project. In cases where a formal Memorandum of Agreement (MOA) or
Memorandum of Understanding (MOU) has been created, the statewide plan should provide
information about the agreements. The statewide plan should include the agencies included in the
agreement, the period of time the agreement is effective, a brief description of the agreement
including resources and procedures, and the signatures included on the agreement.

In situations where formal agreements are not necessary, the statewide plan should explain why
agreements were not needed, and if there are plans to establish formal agreements. If the state
intends to establish agreements among agencies and jurisdictions, the statewide plan should
provide a timeframe in which the agreements will be established.

5.5 Technology

The following statewide plan criteria are identified to evaluate statewide plans based on technology
considerations as they pertain to communications interoperability.

® The document is available for download at
www.safecomprogram.gov/SAFECOM/library/interoperabilitybasics/1290 creatinga.htm.
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5. Technology

Include a statewide capabilities assessment (or a plan for one) which includes, critical
communications equipment and related interoperability issues. At a minimum this should include
types of radio systems, data and incident management systems, the manufacturer, and frequency
5.1 assignments for each major emergency responder organization within the state. Ultimately more
detailed information will be required to complete the documentation of a migration strategy.
States may use the Communications Asset Survey and Mapping (CASM) tool to conduct this
assessment.

As previously stated in Statewide Plan Criteria 1.4, a capabilities assessment of the current
communications and interoperability environment is an important step in creating a statewide
communications interoperability plan. As a part of that
capabilites assessment, the technology used for
communications in the state should be evaluated. The
technology assessment should provide an inventory of the key
data and communications systems operating within the state
and the jurisdictions operating on those systems. When | There are two Web-based
creating a list of the data and communications equipment for | components — for collecting and
the state, every major jurisdiction within the state should be | displaying data.

included. For more information on the
CASM tool and how it can be
The CASM™ tool provided by the DHS Interoperable | used in a state, contact CASM-
Communications Technical Assistance Program (ICTAP)" can | support@spawar.navy.mil.

be used to inventory the communications assets in the state.
However, CASM data collection and display capabilities are
limited to land mobile radio (LMR) voice interoperability. The CASM tool is a Web-based tool that
agencies can use to store the interoperable communications equipment inventory and current radio
communications infrastructure information. This collected data will reside in a secure database that
only authorized participating agencies will be able to access.

The CASM tool tracks equipment
already available and in use and
depicts how it fits together.

5. Technology

Describe plans for continuing support of legacy systems, and developing interfaces among

52 disparate systems, while migrating to newer technologies.

Acquiring and implementing new technology is not always the best way to improve communications
interoperability. Most agencies will be required to maintain existing systems while focusing on other
areas of interoperability. In this scenario, it is necessary to define a strategy for the maintenance
and management of the existing systems and how those systems will be incorporated into the new
communications architecture being established across the entire state.

Statewide plans should identify all critical communication technologies operating in the state that
are components of the statewide voice and data infrastructure. The statewide plan should identify
the parties responsible for the operation of the systems and the creation of any interfaces to other
existing or newly acquired systems.

In situations where a complete plan for the management of existing systems has not yet been
defined, the statewide plan should include a strategy for the development of a plan and a timeframe
in which it is expected to be complete.

"% http://www.ojp.usdoj.gov/odp/docs/CASM_trifold8Final.pdf
" http://www.ojp.usdoj.gov/odp/ta_ictap.htm
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5. Technology

Describe the migration plan for moving from existing technologies to newly procured

521 technologies.

Developing a statewide strategy for communications interoperability may require the procurement of
new technologies. If new technologies are acquired and implemented within the state to replace
existing technologies, a strategy will be required to migrate users from the existing system to the
newly implemented system. The migration strategy should include information such as the user
community that will migrate from one system to another, the timeframe over which the migration will
occur, a “go live” date for the new system, a process for training users on the new system, and a
shutoff date for the old system.

In situations where a migration strategy has not been defined, the statewide plan should identify a
plan to develop a migration strategy and a timeframe in which it is expected to be complete.

5. Technology

Describe the process that will be used to ensure that new purchases comply with the statewide

5.2.2 plan, while generally allowing existing equipment to serve out its useful life.

Eventually, new voice and data equipment will be procured and implemented within the state to
improve communications and interoperability. To ensure newly-procured equipment is aligned with
the statewide plan, the plan should provide a process that ensures all new system procurements
are directly aligned with the goals and objectives of the statewide plan.

In situations where a formal process for ensuring future procurements are aligned with the
statewide plan has not been defined, the statewide plan should provide a strategy for developing
the process, and a timeframe in which it is expected to be complete.

5.6 Standard Operating Procedures (SOPs)

The following statewide plan criteria are identified to evaluate statewide plans based on the level in
which SOPs are addressed.

6. Standard Operating Procedures

Include an assessment of current local, regional, and state operating procedures which support

6.1 interoperability.

Part of the previously mentioned capabilities assessment is to evaluate the existing SOPs in use
within the state. This information should be included in the current state assessment section of the
statewide plan. All operating procedures listed should include a description of the procedure, any
agencies currently using it, scenarios in which the procedure is employed, and the frequency of its
use. Additionally, the statewide plan should identify the means by which practitioners across the
state can access the statewide SOPs.

In situations where there are no current SOPs in place, the statewide plan should identify this as
part of the current state assessment. In addition, if a capabilities assessment has not been
performed, the statewide plan should provide a strategy to perform a capabilities assessment and a
timeframe in which it is expected to be complete.
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6. Standard Operating Procedures

Define the process by which the state, regions, and localities will develop, manage, maintain,

6.2 upgrade, and communicate standard operating procedures (SOPs), as appropriate.

In addition to the existing SOPs, new and updated SOPs will be required as part of the
communications interoperability improvement effort.  Multi-jurisdictional and multi-disciplinary
groups should identify and incorporate best practices and lessons learned to document the most
appropriate and effective procedures for all emergency responders involved. Further, new SOPs
should be directly aligned with the procedures in the NIMS.

States should anticipate that most SOPs will be generated and used at the local level and therefore,
the statewide plan should provide a process for locally-driven SOPs to receive state-level
endorsement. Statewide plans should provide a process that will be used to identify or define new
SOPs to facilitate cross-agency and cross-jurisdictional response. It should include a process for
identifying and defining the new SOP and criteria for selecting those people. The statewide plan
should also include details on how the state will update SOPs as necessary and publicize them to
increase availability to the state emergency response community and increase the likelihood that
they will be used by practitioners during incident response. In some cases, it may be appropriate to
establish a control board responsible for the management of established SOPs, and making the
final decisions on changes that need to be made. The control board should be representative of all
disciplines and several jurisdictions within the state to ensure all practitioner needs are considered
in SOPs.

In situations where a process has not been defined for the development and management of
additional SOPs, the statewide plan should provide a strategy for developing the process and a
timeframe in which it is expected to be complete.

6. Standard Operating Procedures

Identify the agencies included in the development of the SOPs, and the agencies expected to

6.3 comply with the SOPs.

Included in the assessment of current SOPs should be information on the agencies responsible for
the development of the SOP, and the agencies that are expected to use it. This information can be
included in the data presented to satisfy statewide plan criteria 6.1 or separately. However, this
information should all be presented in the current state assessment section of the statewide plan.

In situations where there are no existing SOPs, the statewide plan should specify that there are no
SOPs currently in place.

6. Standard Operating Procedures

Demonstrate how the SOPs are NIMS-compliant in terms of the Incident Command System (ICS)

6.4 and preparedness.

When identifying SOPs currently in place as part of the capabilities assessment, the statewide plan
should identify how the existing SOPs comply with NIMS. In some cases, existing SOPs will not be
NIMS-compliant. In this situation, the statewide plan should identify the SOPs that are not
compliant with NIMS and define a strategy to update the SOPS to be NIMS-compliant.
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5.7 Training and Exercises

The following statewide plan criteria are identified to evaluate statewide plans based on the level in
which training and exercises are addressed.

7. Training and Exercises

Define the process by which the state will develop, manage, maintain and upgrade, or coordinate

7.1 ; . g )
as appropriate, a statewide training and exercises program.

If the state already has a training and exercises program for the entire state, the statewide plan
should provide details on the program. If a training and exercises program does not exist, the
statewide plan should provide details on the process that will be used to create and manage the
program, ensuring that appropriate training and exercises are available to all practitioners across
the state. The Homeland Security Exercise and Evaluation Program (HSEEP) provides additional
information to consider when creating a training and exercises program.

When evaluating local training for compliance with the statewide plan, it is important that training
programs cover any and all communication devices a responder would use. The local courses
should cover:

e The radios used on a regular basis, and the interoperability capability contained within

e Training should cover any other communication devices that are normally used and the
interoperability capability of these devices, i.e., mobile radios, MDTs, etc.

e Training should also be required on other communications equipment that is available
for interoperability and require a demonstration of the responders ability to set up the
equipment

Statewide plans should include the following information for training and exercises offered as a part
of the program:

e Course/Exercise Name

e Purpose of Course/Exercise

e Frequency Offered

e Agencies Included

e Instructors/Coordinators

e For Exercises — Methodology Used

In situations where a process has not been defined for creating and managing a statewide training
and exercises program, the statewide plan should provide a strategy for developing the process,
and a timeframe in which it is expected to be complete.

7. Training and Exercises

Describe the process for offering and requiring training and exercises, as well as any certification

7.2 that will be needed.

12 visit the HSEEP Web site at https:/hseep.dhs.gov/ for more details.
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As a part of the state’s training and exercises program, the statewide plan should identify the
process that will be used to publicize and offer training to the appropriate members of the
emergency response community within the state. Specifically, the statewide plan should identify
how training courses and exercises will be marketed to the emergency response community and
how those seeking information on training available to them can learn about the training program.
Additionally, if the state intends to require training for anyone, the statewide plan should identify
required training and specify a process for ensuring all who are required will be trained.

In situations where a process has not been identified for offering training and exercises, the
statewide plan should include a strategy that defines a process and a timeframe in which it is
expected to be complete.

7. Training and Exercises

7.3 Explain how the process ensures that training is cross-disciplinary.

When defining the state’s training and exercises program, the statewide plan should include a
description of how the training and exercises program is cross-disciplinary. In some scenarios, it
may not be appropriate to provide the same training to all disciplines within the state. However,
whenever possible, training and exercises require cross-disciplinary communications as part of the
exercise.

In situations where a training and exercises program does not exist, this does not apply.

5.8 Usage

The following statewide plan criteria are identified to evaluate statewide plans based on the level in
which usage is addressed.

Describe the plan for ensuring regular usage of the relevant equipment and the SOPs needed to
improve interoperability.

8.1

The usage element of the Interoperability Continuum focuses on the actual usage of equipment,
technology, SOPs, and training and exercises in day-to-day operations to ensure proper usage
during a large-scale incident. The statewide plan should provide an explanation of how the state
intends to ensure interoperable equipment, SOPs, and training and exercises are implemented in
the daily operations of practitioners. These steps should be mandatory for an agency to be in
compliance with the statewide plan.

In situations where a plan has not been defined to promote usage of interoperable equipment,
SOPs, and training and exercises, the statewide plan should include a strategy to develop one and
provide a timeframe in which it is expected to be complete.

5.9 Funding

The following statewide plan criteria are identified to evaluate statewide plans based on the funding
strategy identified.
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Identify committed sources of funding, or the process for identifying and securing short- and long-

9.1 term funding

Statewide planning and communications interoperability projects require a significant amount of
time and resources. To ensure efforts continue and maintain momentum, agencies require
adequate funding to support the project. Statewide plans are required to identify funding that will
support the efforts within the state to further develop their plans, and begin the process of
implementing the strategic initiatives identified in the plan. If funding has not been identified to
support the communications interoperability program, the statewide plan should identify the gap and
provide a process for identifying a short-term funding strategy, including the people responsible for
creating the funding strategy.

Include a plan for the development of a comprehensive funding strategy. The plan should include
9.2 a process for identifying ongoing funding sources, anticipated costs, and resources needed for
project management and leveraging active projects.

In addition to the information provided to satisfy Statewide Plan criteria 9.1, the statewide plan
should also provide a comprehensive funding strategy that includes a business case outlining
anticipated costs and benefits of the program, and how the costs will be funded. Furthermore, the
funding strategy should identify the resources required to fill the various positions in the
organizational chart.

In situations where a detailed funding strategy has not been defined, the statewide plan should
provide a process for identifying a comprehensive, long-term funding strategy, including the people
responsible for creating the funding strategy.

5.10 Implementation

The following statewide plan criteria are identified to evaluate statewide plans based on the
implementation strategy defined.

10. Implementation

10.1 Describe the prioritized action plan with short- and long-term goals for achieving the objectives.

Statewide plans are required to define the key strategic initiatives the emergency response
communications community will focus on for both the short and long term. Key initiatives should be
prioritized as agreed upon by the governance committee. Each key initiative should be supported
by action items and tasks that will begin the process of communications interoperability
improvement and accomplish the desired goals and objectives stated in the statewide plan.

Every statewide plan submitted is expected to provide a list of initiatives and supporting action
items for the timeframe specified.

10. Implementation

Describe the performance measures that will allow policy makers to track the progress and

10.2 N
success of initiatives.
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It is critical to identify a method to measure success of the communications interoperability projects.
This allows successes to be communicated and used to promote the statewide interoperability
program. Additionally, the performance measures can be used to identify efforts that do not result
in the desired outcomes, so that they can be reviewed and addressed appropriately. Statewide
plans should provide criteria that will be used to measure the success of interoperability efforts and
implementation of the statewide interoperability plan. Criteria will vary depending on the strategic
initiatives identified in the plan. However, during the statewide planning process it is recommended
that the planning community have a discussion on how it will be able to measure success. The
statewide plan should also provide a schedule for periodic reviews of the initiatives to constantly
track performance and progress.

If no performance measures have been identified, the statewide plan should provide a strategy for
developing them, and specify a timeframe in which they are expected to be identified.

10. Implementation

Describe the plan for educating policy makers and practitioners on interoperability goals and

10.3 initiatives.

Statewide plans should provide a strategy for communicating to and educating emergency
responders and policy makers in the state on the interoperability goals and strategic initiatives
identified in the statewide plan. A well-defined outreach plan will identify critical officials and
emergency response personnel who will need to be kept aware of the statewide interoperability
project and its goals and objectives. The plan will also define the method in which this information
will be provided to these stakeholders regularly. In addition, the statewide plan should define
outreach efforts to market the state’s communications interoperability program and expand the
community of program participants.

In situations where a strategy for educating project participants and an outreach plan have not been
defined, the statewide plan should provide a plan to define them, and specify a timeframe in which
they are expected to be complete.

10. Implementation

Describe the roles and opportunities for involvement of all agencies in the implementation of the

10.4 statewide plan.

Statewide plans should define the roles and responsibilities associated with the execution of the
implementation plan. Tasks should have a specific role assigned them and each role should have a
specific resource to which it is assigned. The implementation strategy for the statewide plan should
provide ample opportunity for representatives from across the state and from multiple disciplines to
become engaged and participate in implementation. In some cases it may not make sense for all
agencies to be involved; however, as part of the communication strategy and outreach plan
progress of the project should always be communicated to the entire emergency response
community.

In situations where roles and opportunities for involvement have not been fully defined, the
statewide plan should provide a strategy for defining them, and a timeframe in which they are
expected to be defined.
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10. Implementation

Establish a plan for identifying, developing, and overseeing operational requirements, SOPs,

105 training, technical solutions, and short- and long-term funding sources.

As the communications interoperability program and projects progress, new operational and
technical requirements will be identified and opportunities to update SOPs, training, and exercises
will present themselves. The statewide plan should provide a strategy to collect and manage this
information to ensure requirements and opportunities for improvements are not lost. Typically, a
single person or group of people will be tasked as the responsible party for soliciting and managing
suggestions from program participants across the state. In addition, the statewide plan should
define the process by which field-level emergency responders can submit feedback to the program,
as well as a process to evaluate and address that feedback. States should define a response time
for all input and feedback received so as to encourage participants to continually submit their ideas.

In situations where a process has not been defined for managing incoming feedback and input, the
statewide plan should identify a strategy to develop the process and a timeframe in which it is
expected to be complete.

10. Implementation

10.6 Identify a POC responsible for implementing the plan.

As previously described, the statewide plan must identify a point of contact responsible for
managing the creation and documentation of the statewide plan. In addition, the statewide plan
should specify a point of contact responsible for managing the implementation of strategic initiatives
and action items. It is recommended that a single point of contact be responsible for managing the
plan and the implementation process. While it is not required for the coordinator to serve in this
capacity full time, the designation of a full-time position is strongly recommended to ensure the
functions of statewide plan coordination are performed and implementation of the plan receives
sufficient time and attention.

10. Implementation

10.7 Describe critical success factors for implementation of the plan.

Similar to identifying a method to measure success of the program, the statewide plan should
identify critical success factors for implementation. Critical success factors are defined as
milestones and accomplishments that must be achieved to improve communications interoperability
in the state. Typically, the critical success factors will be the milestones and accomplishments
associated with the top-priority strategic initiatives. Every statewide plan is required to define
critical success factors for implementation.





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




